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NuMicro™ |SP Programming Guide

Introduction:

Most of modern consumer products has the capability to upgrade its firmware code running on
internal microcontroller. With this feature, the product is able to continuously support new
functions after it was made and released to end customer. Nuvoton provides a ISP (In-System
Programming) method to update the flash code of the NuMicro™ NUC100 or NuMicro M051™
series Flash-memory-based microcontrollers.

The NuMicro™ ISP code is resident in LDROM (Loader ROM), it supports different 1/O
interfaces, including USB, UART, I2C, or SPI, to program or update the application code into
internal APROM (Application ROM). This is a very convenient way for developer or end user to
update application code of a NuMicro™ chip that was mounted on PCB (Printed Circuit Board). .

This application note describes the ISP code architecture, 1/O interfaces and the usage of ISP
commands.

The relative datasheet, Technical Reference Manual, BSP (Board Support Package) software,
tools, and supporting information can be downloaded from Nuvoton Website -
http://www.nuvoton.com/NuMicro
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1. Overview

The internal flash memory can be divided into three regions, LDROM,APROM and
data flash. The APROM usually saves the program code developed for specific
application. And LDROM saves a special program such as ISP code which provides
booting control and firmware upgrade functions. Data flash can be use to save some
user data. After power ON, ISP program detects a pre-defined condition. If the condition
is matched, ISP will be started. Otherwise, the control privilege will be passed to the
application program in APROM. The pre-defined condition depends on product
requirement and available hardware resource. Nuvoton ISP code supports USB, UART,
I2C, SPI download interfaces. For UART interface, ISP supports autodetect mode only,
ISP will be started if NuMicro ISP Programming Tool.exe is running when boot from
LDROM. ISP defines the GPIO pin (GPB15 for NUC100, GPDO for NUC101) input
LOW and SYSRESETREQ (defined at AIRCR register) and checksum error(if selected)
events as the condition to enter ISP for the other interfaces, user can upgrade the
firmware after enter ISP. We release all ISP source code for user study or modification

When application code is running, there’s still a way to stop current execution and
restart ISP code. The application program should firstly set boot option bit to “boot from
LRROM”, and then set SYSRESETREQ bit to reset NuMicro™ MCU. Nuvoton provides
an example application code. A command parser is implemented to interpret command
received from I/O interface. When a “CMD_RUN_LDROM” command is received,
program will generate reset to start execution from LDROM.

The ISP program supports USB, 12C, SPI and UART as input/output interfaces. The
commands and program code data are transmitted through the I/O interface. The ISP
program updates the internal APROM according to the commands sent from Host. The
type of Host may be a PC or microcontroller, it depends on the product feature. The
USB and UART interfaces are friendly to communicate with a Host PC. A windows-
based application program, “NuMicro ISP.exe” is provided to demonstrate ISP function
through USB and UART interfaces.

©2010 Nuvoton Technology Corporation. All Rights Reserved.
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NuMicro ISP.exe LOROM| 'SP Program

Application
Program

APROM

Windows PC  «.
-

Figure 1. ISP Through USB and UART

The 12C and SPI are standard I/O interfaces of microcontroller. They are suitable to
be used as a communication channel between NuMicro™ MCU and other
microcontroller. Nuvoton also provides a master example code running on a NuMicro™
MCU to evaluate ISP functions through 12C and SPI interfaces. The following diagram
illustrates the system environment of running ISP program.

-
LDROM ISP Program - - = TDROM ISP Program
--—""
I2CMaster Y
or pplication
APROM
APROM|" sp|master Program
Program

12C or SPI connection
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Figure 2. ISP Through 12C and SPI

1.1 Receive/Send data

ISP packet is 64 bytes fixed no matter ack packet received or command packet sent. If
data want to send is less than 64 bytes, please pad zero.

0 63
| Command | Packet number | ...... |

Figure 3. Packet sent

0 63
| Checksum | Packet number | ...... |

Figure 4. Packet Received
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2. Pin Definition

Pins used as following for each interface

Chip UART SPI 12C USB
NUC100/NUC120/NUC130/NUC140 | UARTO SPIO 12C0 GPB15 low
PB.0 = RX0 PC.0=SS00, PA.8=SDA
PB.1 =TX0 PC.1=CLK, PA.9=SCL
PC.2=MISO0,
PC.3=MOSIO0
NUC122 UART1 GPB14 low
PB.4 = RX0
PB.5 = TX0
MO51 series UARTO SPIO 12C0
P3.0 = RXD P1.4=SS0 P3.4 SDA
P3.1 =TXD P1.7=CLK P3.5 SCL
P1.6=MISO0
P1.5=MOSI0
MINI51 series UARTO SPIO 12CO0
P0.1 = RX0 P1.4=SS0 P3.4 SDA
P0.0 =TXO0 P1.7=CLK P3.5 SCL
P1.6=MISO0
P1.5=MOSIO0
NANO series UARTO SPIO 12C0 GPB15 low
PA14 = RX0 GPE2=CLK GPA12=SDA
PA15 =TXO0 GPE1=SS0 GPA13=SCK
GPC2=MISO
GPC3=MOSI

©2010 Nuvoton Technology Corporation. All Rig
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3. ISP Through USB and UART

A NuMicro™ MCU plays the slave device that a ISP and an application program are
saved in LDROM and APROM respectively. The command and data are transmitted via
USB or UARTO interface.

On the other side, a windows PC plays the master device. A PC ISP program,
NuMicro ISP Programming Tool.exe, is used to send command and data to slave
device. The NuMicro ISP Programming Tool.exe can download a new application code
(in binary/hex format) to update the APROM. Please make sure a USB or RS232 cable
is connected and GPB15(GPB15 for NUC100, GPDO for NUC101) is low for USB
interface, or NuMicro ISP Programming Tool.exe is running for UART interface before
test ISP function.

3.1 Project and Source Files

The Keil uVision 4 IDE tool is used to compile the programs running on the slave
side. The source files of ISP code can be found at directory
“NuvotonPlatform_Keil\Slave\UsbUART”, and a project file UsbUARTISP.uvproj is
saved there. The demo code of application program and project file Aprom.uvmpw are
saved at directory “NuvotonPlatform_Keil\Slave\Aprom”. The following diagrams show
the screen snapshot after open the projects.

(RSP - s Visiond
Ele Edit View Project Flash Debug Perpherals Tools

Window Help

Oles 8 2 =G o8 o&[F] %
8 (5185 @ 4| 96 v <
Project v ax
= #3 USBUart
= &3 Startup
2] core_cmO.c 409 extern uint32_t SysteoFreguency;
[2) system_NUClex.c 410 volatile uint32_t pinst;
[# starmp_NUCliocs an uinti2_t totallen, cksum;
=3 Library 412
HIDDevice.c 413 UNLOCKRES( ) 5
=43 Source 414
[# FMC.c 415 SYSCLK-=PWRCON.XTL12M_EN = 1;
[ Maine 46 SYSCLK-PHRCON.OSC221EN = 1©
17 /* Waiting for 12M Xtal stalble #/
418 SysTimerDelay¢ 50007 ;
13 FMC->ISPCON. ISPEN = 1;
420
421 ¢_pdid = SYS-»PDID;
422 if({g_pdid & 01000FFFO0) == 0x00010100)
423 pinst = (GPIOD-»PIN & (1 << 3));//GED5 low |
424 else
425 pinst = (GPIOB-»PIN & (1 << 15));//GPB15 low
426
427 | #1fdef SUPPORT_WRITECKSUM
CheckCksumBase();
FMC_Read(g_ckbase, &totallen);
FMC Readfe ckhase+d. Reoksomdi: A
=] Project | »
Build Output - x

E Build Cutput | CA\Find in Files

Create an empty document Nu-Link Debugger N

Figure 5. Working Window of ISP Project
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(@] USBUartAprom - 42 Vision4 O
Eile Edit View Project Flash Debug Perpherals Tools SVCS Window Help
D125 .6 'y = E g | QIEAT] &[] %
£ [ 8 @ 14 | 8| vt e Y
Project - o X FMC.c . iii. L i E s . “ii i“iﬁ nc - X
=& WorkSpace 13 APROM_END = 0120000 =
23 [2CAprom 114
=13 SPIAprom 115 if(bAprom == TRUE)
=i 5P m 116 [
e eraseloop = APROM_BASE;
118 srasg_snd = APROM_END;
=3 Startup 119 1
core_cinl.c 120 else
system_NUC e 121 {
startup_NUC L. 122 eraseloop = addr_start;
525 Library Ez . grase_snd = addr_esnd;
# HIDDevice.
i aurce e 125 for ( ; eraseloop < erase_end; eraseloop += PACE_SIZE )
126 {
FMC.e 127 FMC_Erase(eraseloop);

UsbUAR TMain.c

128 1
129 return,; J
130 |}

-
132 void UpdateConfig{unsigned int *data, unsigned int *res)

i -

Build Output - 1 x

= Build Curput | R?m: in Files ‘

Figure 6.  Working Window of USBUartAprom Project

The source files of master ISP program, NuMicro ISP.exe, can be found at directory
“NuMicro ISP Programming Tool Vx.xx’. A pre-built executable image named
ISP_Code_NUC100_vx.x.bin for NUC100 and ISP_Code_MO051_vx.x.bin for M0O51 is
saved at the same directory for user to quickly test it.

3.2 Communication Interface

The NuMicro™ MCU ISP program imitates a HID device when using USB as the
communication interface. The Interrupt IN and OUT pipes are used, and each
transmitted packet size is fixed at 64 bytes.

When using UART communication interface, the ISP program initializes the UARTO
interface to be in this setting (115200, n, 8, 1). The transmitted packet format through
UARTO interface is the same as USB interface. Each packet size is fixed at 64 bytes,
too.

3.3 The ISP Program

When ISP receives packet from UART or USB, it will parse the packet and take an
action according to the transmitted command code. The commands set will be depicted
in Chapter 5.

3.3.1 ISP Booting Flow

At booting phase, NuMicro™ MCU is able to fetch code from either LDROM or
APROM. It is controlled by configO register. The “boot from LDROM” option in configO
register inside the NuMicro™ MCU should be configured done before to run ISP

©2010 Nuvoton Technology Corporation. All Rights Reserved.
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programming. The ISP program will decide to enter ISP mode or pass the control

privilege to APROM by checking the following conditions.

e The input state of GPIO pin GPB15(GPB15 for NUC100, GPDO for NUC101) is
LOW for USB. Or receive packet from NuMicro ISP Programming Tool.exe for
UART

e System starts according to a SYSRESETREQ event.

START

N
Enable 12MHz crystal clock
Enable 22MHz OSC clock
Enable Flash Controller

One of the following condition is TRUE.

1. GPIOB15(GPDO for NUC101) input is LOW for USB, or receive
uart packet from host for UART.

2. System reset does not come from power-on or /RESET signal.
3. The checksum test result of APROM is failed.

Is ISP mode condition

matched? N
s o o

v RSTSRC[1:0] = 11B
Initialize UARTO -> (115200, n, 8, SEe 5P o elect boot

b from APROM ”

ISPCONI[1:0] = 00B

A

Enable PLL output freq. to 48MHz | Generate SYSRESETREQ
AIRCR[2] = 1B

‘ i

Initialize USB device interface
Reset system and then fetch program
codes from APROM

Figure 7. USBUart ISP Booting Flow

©2010 Nuvoton Technology Corporation. All Rights Reserved.
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3.3.2 ISP Main Flow
The ISP program goes into a command parsing loop whenever it detects that a ISP
mode condition occurs. The ISP program recursively checks the commands received
from UARTO and USB interfaces, and do proper operations. If one of commands is
received, the ISP program will select the desired booting mode and reset whole system.

s command available
at UARTO buffer?

NO

Is command available
at USB buffer?

YES
v

Interpret the
command code

Start corresponding
NO—» process according to the
command code

Is one of reset
command received?

YES | Disable ISP and select
v ‘boot from APROM ” or
1. RSTSRC[1:0] = 11B; | ‘boot from LDROM”

2. ISPCON[1:0] => 00B or 10B,
depends on command code
# Generate SYSRESETREQ

AIRCR[2] = 1B

8

Figure 8. USBUart ISP Main Flow
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4. ISP Through SPI

Two NuMicro™ MCUs are used to test the ISP function though SPI interface. One is
the slave device that its APROM will be updated. The other one is the master device
which sends command and data to slave device. Before starting to update application
program in the slave’s APROM, the master should checks the slave device whether it is
running in ISP mode or not. If the application program saved at APROM of slave device
is running, the master will issues command CMD_RUN_LDROM to force slave device
to reset and start executing ISP program in LDROM.

4.1 Project and Source Files

All programs running on both master and slave devices are compiled by Keil
uVision 4 IDE tool. The program of master device is SPIMaster.bin, its source code
could be found at directory “NuvotonPlatform_Keil\Master”. The project file
SPIMaster.uvproj is saved at the same directory. The following diagram shows the
screen snapshot after open it.

[Ele] Edit View Project Flash Debug Peripherals Tools SVCS Window Help
BIEREN- ) 2 EGE L ol S&l@]
B 4 5 SPMastex
Project vax ¥ e - x
424 =
425 i j
< 426 if(senden »= readen)
m_NUC liox.c 427 sendcn = 0;
[#) startup_NUC lix.s 28 readen = 0;
Library 429 if(pos + FILE_BUFFER - sendcn = totallen)
[# DrvSPlc 430 readcn = totallen - pos;
=3 Sousee 431 else
[#] retarget,_printf.c 432 readcn = FILE_BUFFER - sendcn;
#emd.c 433 if(readen)
[£ SPIMain.c 134 WordsCpy(FileBuffer + senden, (char*)dimageBegin+pos, readen);
2] spiimage.s 435 pos += readen;
436
if(senden == 0)
if(readcn == 0)
break;
i
else
readen += senden;
senden = 0;
//AddToInfout ("01FESE AR "titos (written, 16)+" SFEE") - [ |
1
| printf("get checksumin"); 2
»
Build Qutput v ax
=1 Build Qutput | CEind in Files
Nu-Link Debugger NUM

Figure 9. Working Window of SPIMaster Project

There’re two programs running on slave device. The ISP and application program
are saved in LDROM and APROM respectively. The source files of ISP code can be
found at directory “NuvotonPlatform_Keil\Slave\SPI”, and a ISP.uvproj project file is
saved there. The source code of application program project file SPIAprom.uvmpw are
saved at directory “NuvotonPlatform_Keil\Slave\Aprom”. The following diagrams show
the screen snapshot after open the projects.

©2010 Nuvoton Technology Corporation. All Rights Reserved.
14



NUVOTON

R=27 N - AN

CS Window Help

i | 0 kiR le

P e L 38 s

Project v ax

=33 SPLISP
=13 Startup

core_cm0.c
system_NUC hox.c

[#) startup_NUC Lie.s
=163 Library

[® DrvSPLe
=163 Seurce
FMCe
main.c
retarget_printf.c

078 unsigned int rlLoop;

073

080 for ( rlLoop = addr_start; rLoown < addr_end; rLoop += 4 )
081

082 FMC_Read(rLoop, data);

083 data++;

084

085 return;

086 |}

087 -

058 void WriteData(unsigned int addr_start, unsigned int addr_end, unsigned int *data)
090 unsigned int wloop;
042 for ( wloop = addr_start; wLoop < addr_end; wloop+=4 )

094 FMC_Write{wLoop, *data};
095 datat++;

100 -
1B //bAprom == TRUE erase all aprom besides data flash
| Wtie vo:i.d. EraseAP(BJOL bAprom, unsigned int addr_start, unsigned int addr_snd)
4

/7 Write data inJ

o

Build Output

v ax

(=] Build Curput |m, y

Nu-Link Debugger

CAH NUM| SCRL O

Figure 10.

SPIAprom - i Visiond

Working Window of ISP Project

[ Project | £3 Funct..| [y Temo...

I |

Ele Edit View Project Flash Debug Perpherals Tools SVCS Window Help
RN=" N NSy PB AR E rRe @ e
LB e ¥ sPLen =K AT
Project > ax | BMC.c E [ lpsianp NUCkk sl JlbUARTNainG - x
=B SPL Arron 113 APRON_END = 0x20000; =
=E3 Startup 114
core_cml.c 115 if(bAprom == TRLUE)
system_NUClxx.c 115 [
startup_NUCTix.s 17 erassLoop = APROM_BASE;
ATy 118 erase_snd = APROM_END;
[ DrvSPLe 119 i
(145 Souree 120 else
FMCe 121 {
retatzet_printf.c 122 eraseloop = addr_start;
SPIAPMain.c 122 ; erase_end = addr_end;
125 for { ; erasclLoop < erase_end; eraseLoop += PACE_SIZE )
126
127 FWC_Erase(sraseloop);
128
129 return;
130 | 1
13t =
132 void UpdateConfigfunsigned int *data, unsigned int *res)
1336 ]
134 EMC->1SPCON.CEGUEN = 1; //enable config update L
135 FMC_Erase(Config0);
136 S/FMC Write (Configq®, OXFFFFFF7F); // Disable Lock bit
137 A/FMC Write (Configl, 0x000IF000) ¢

Build Output

) Build Ourput [ CdFind i

Nu-Link Debugger

1:135 C:72

Figure 11.

Working Window of SPIAprom Project
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4.2 Communication Interface

The SPI I/O pins of both NuMicro™ MCUs should be connected together to test ISP
function. Each transmitted packet size through SPI interface is fixed at 64 bytes. The
connected method is shown as the following diagram.

| SCLK

MISO

| MOSI Master

SS

Figure 12. SPI Connect Block Diagram (Redraw)

4.3 The SPI ISP Program

When ISP receives packet from SPI master program, it will parse the packet and
take an action according to the command code received. the size of packet is 64 bytes.
And the format is depicted in Chapter 5.

4.3.1 Data transfer on the SPI bus

SPI feature on SPI slave device

Bit width 8 bit
Select active level Low level
Clock idle high

Rx edge negative
Tx edge negative

4.3.2 Commands response delay

After send SPI packet, SPI master need wait for a while to receive ack packet. The
delay time as following table.

©2010 Nuvoton Technology Corporation. All Rights Reserved.
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Command

Command Code Delay
CMD UPDATE_APROM 0x000000A0 8050ms

Format2 | 0x00000000 100ms
CMD UPDATE_ CONFIG 0x000000A1 50ms.
CMD _READ_CONFIG 0x000000A2 50ms
CMD ERASE ALL 0x000000A3 50ms
CMD_SYNC PACKNO 0x000000A4 50ms.
CMD GET FWVER 0x000000A6 50ms.
CMD GET DEVICEID 0x000000B1 50ms.
CMD UPDATE DATAFLASH 0x000000C3 8050ms

Format2 100ms
CMD_RUN_APROM 0x000000AB 500ms.
CMD RUN LDROM 0x000000AC 500ms.
CMD RESET 0x000000AD 500ms.
CMD WRITE CHECKSUM 0x000000C9 200ms.
CMD GET FLASHMODE 0x000000CA 50ms.
CMD RESEND PACKET 0x000000FF 200ms
CMD CONNECT 0x000000AE 50ms

4.3.3 ISP Booting Flow

The booting flow is similar to the ISP program using USB and UART. Please
reference section 2.3.1 for detailed description of booting method.

©2010 Nuvoton Technology Corporation. All Rights Reserved.
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Enable 22MHz OSC clock

Enable Flash Controller

One of the following condition is TRUE.

1. GPB15(GPDO for NUC101) input is LOW for USB, or receive
uart packet from host for UART.

2. System reset does not come from power-on or /RESET signal.
3. The checksum test result of APROM is failed.

Is ISP mode condition

matched? N
v RSTSRC[1:0] = 11B

Initialize UARTO -> (115200, n, 8,

1) for debug only .

Disable ISP and select 1
from APROM”

ISPCON[1:0] = 00B

Initialize SPI slave interface v

Generate SYSRESETREC(

4.3.4

AIRCR[2] = 1B

i

Reset system and then fetch program
codes from APROM

Figure 13. SPI ISP Booting Flow

ISP Main Flow

The ISP program goes into a command parsing loop whenever it detects that a ISP
mode condition occurs. The ISP program recursively checks the commands received

from SPI interface, and do proper operations. If one

of commands is received, the ISP

program will select the desired booting mode and reset whole system.

©2010 Nuvoton Technology Corporation. All Rights Reserved.
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NO

v

Read command from SPI slave

s command available a
SPI slave buffer?

YES

.

Interpret the command code

s one of reset command
received?

YES

v

Start corresponding process
according to the command code

Disable ISP and select

1. RSTSRC[1:0] = 11B;
2. ISPCON[1:0] => 00B or 10B, depends on
command code

‘boot from APROM’or “boot
from LDROM”

A

AIRCR[2] = 1B

Generate SYSRESETREQ

Figure 14. SPI ISP Main Flow
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4.4 The Example Application and Master ISP Program
User can rebuild the programs from the SPI ISP source code. After the programs
are built, please connect two NuMicro™ boards by SPI0 and do the following operations
to test the ISP function.
® Burn the SPIMaster.bin, saved at the sub-directory \Master, into the APROM of
Master device.
® Burn the spiaprom.bin, saved at the sub-directory \Slave\Aprom, into the APROM
of slave device.
® Burn ISP.bin, saved at the sub-directory \Slave\SPI, into LDROM of slave device.

After all programs are burned into flash, please firstly power on slave device, and
then master device. The master will update spiaprom.bin which is stored in the sub-
directory \Master into the APROM of slave device. The following diagram shows the
control flow of master ISP program.

©2010 Nuvoton Technology Corporation. All Rights Reserved.
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( Start >
}

g_packno=1

.

CMD_SYNC_PACKNO

Syn success? No
Yes
CMD_GET_FLASHMODE
No
Is LDROM? ¢
Yes Run LDROM

4

CMD_SYNC_PACKNO

S 10

Yes
CMD_GET_FLASHMODE

<o

hl

CMD_GET_DEVICEID

CMD_READ_CONFIG

g
l
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Send CMD_UPDATE_APROM
packet

v

wait 8s for erasing all APROM flash

>

4

Wait for ACK packet

Send Format2 packet

y

Data transfer right?

No

Data complete?

Yes

CMD_READ_CHECKSUM

No
CheckSum compare ok?

Yes

CMD_WRITE_CHECKSUM

A A
Return true Return flase

hl

4

< End >

Figure 15. SPI/I2C Master Main Flow
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5. ISP Through 12C

Two NuMicro™ MCUs are used to test the ISP function though I12C interface.
One is the slave device that its APROM will be updated. The other one is the master
device which sends command and data to slave device. Before starting to update
application program in the slave’s APROM, the master should check the slave device
whether it is running in ISP mode or not. If application program saved at APROM of
slave device is running, the master will issues command CMD_RUN_LDROM to force
slave device to reset and start executing ISP program in LDROM.

5.1 Project and Source Files

All programs running on both master and slave devices are created by using Keil
uVision 4 IDE tool. The program of master device is 12CMaster.bin, its source code
could be found at directory “NuvotonPlatform_Keil\Master”. The project file
I2CMaster.uvproj is saved at the same place. The following diagram shows the screen
snapshot after open it.

@) 12CMaster - 2 Visiond

Eile Edit View Project Flash Debug Peripherals Tools SVCS Window Help
e dd A = E GIEWAN] X VN ERIEY
& (5 g T R
Project v nx 2CMain.c - x
=i [2CMaster 383 | Aendil =
=3 Startnp 354
[ core_cmO.c 3855 |
system_NUClxx.c 356
startup_WNUC Ixx.s 387
=3 Library 356 —
[# Drvl2C e 389 Int32_t main()
=463 Source 3605
2] retarget_printf.c 381 extern uint32_t SystewFreguency;
[#emd.c 362
12CMain.c 363 UNLOCKREG( )5
1) 121 369
B i2amazes 365 S ASYSCLE->PWRCON.XTL12M EN = 17
366 SYSCLK->PWRCON.OSC22M_EN = 1;
367 S* Walting for 12M Xtal stable */ 1
368 SysTimerDelay(5000);
368 BFMC->ISPCON. ISPEN = 1;
370 UartInit();
371 SYSCLK->CLKSELD.HCLK_S = 4; /7228
372 SystenFrequency = 22000000;
373 hd
Bl erojct [{3Fumsioa] Oy Zempia |14 | ;IJ
Build Output v o x
ﬂEu.c Qurput | _ﬂ?_:.; 1n Files
Nu-Link Deb\.%er

Figure 16. Working Window of 12CMaster Project

There’re two programs running on slave device. The ISP and example application
program are saved in LDROM and APROM respectively. The source files of ISP code
can be found at directory “NuvotonPlatform_Keil\Slave\l2Cx”, and a ISP.uvproj project
file is saved there. The source code of example application program and project file
[2CAprom.uvmpw are saved at directory “NuvotonPlatform_Keil\Slave\Aprom”. The
following diagrams show the screen snapshot after open the projects.
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R ISP - pVisiond
Ele Edit View Project Flash Debug Penpherals Tools SVCS Window Help

A=A - NRTREET S JEda @ |3 dle

B e ¥ Do
Project R ‘ main.c I v X
=43 2C_ISP 479 outpw(&SCB->AIRCR, (V6M_AIRCR_YECTKEY DATA | Y6M_AIRCR_SYSRESETREQ));
= Startup 480 SAEYS-»TPRETO. CPU RST = 1;//5et CPU reset
LB core_cmi.c 431 1
system_WUClxx.c 482
A startp_NUClxx s 483 J* Trap the CPU */
=143 Library 454 while(l);
. - [ADm2Ce 485
= £5 Sonrce 486
] FMC.c 487 while(1)
main.c 438 {
[ retarget_printf.c 488 [2C_SlaveRcvSendData();
490 if{hl2ChataReady == TRUE}
47 {
492 ParseCuod( revbuf, PACKET SIZE, TRUE);
493 bl2CDataReady = FALSE;
494 1
495 =
498 1
497
443 | }
439 ’4"
[&] Project | {3 Functio. ] []_',Templa‘.. | 41 | 4

Build Cutput * o X

=] Build Output |Eair,d in Files

Nu-Link Debugger

Figure 17. Working Window of ISP Project
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¥ 12CAprom - s£Visiond B@@

Ele Edit View Project Flash Debug Peripherals Tools SVCS Window Help
BVEER- NN = E e g Q] c&[E] A
(0 2 ) § o soom - K B
Project ML | Y (iup.iy BUARTMain LCAPMain.c | - x
=3 12C_Aprom 3 lwhile(a d ;
prom_end > 40967, "
=43 Startup 397 j
[#] core_emO.c 393 g _ckbase = aprom_end - &;
systern_NUC Laoe.e 394
startnp_NUClxx.s 395 | 1
=& Library 396
[# Drvl2Ce 397 Int32_t main()
=53 Somrce 398H{
FMC ¢ 399 extern uin _ ystemFreguency,
t t32_t SysteoF
retarget_printf.c 400
[2CAPMain.c 3312 UNLOCKREG( )
403 g_pdid = SYS-»PDID;
404
405 SASYECLE->FWRCON. XTLI12M EN = 17
406 SYSCLK-=PWRCOM.0SC22M _EN = 1; —
407 S* Walting for 22M Xtal stable */
408 SysTimerDelay( 30007 ;
404 FMC->1SPCON. ISPEN = 1;
410 UartInit();:
411 SYSCLK-»CLKSELO . HCLK S = 4://22M _|'
[E]Project | {3 Functia..| l]_',Ter:lp,a.u 4 3
Build Curput - o X
.%lBu.c Ourput |i?1r.c in Files
Nu-Link Debugger

Figure 18. Working Window of I2CAprom Project

5.2 Communication Interface

The 12C 1/O pins of both NuMicro™ MCUSs should be connected together to test ISP
function. Each transmitted packet size through 12C interface is fixed at 64 bytes. The
connected method is shown as the following diagram.

I2C_CLK
NuMicro 12C Master
MCU < I2C DAT >

Figure 19. 12C Connection Block Diagram
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5.3 The 12C ISP Program
When ISP receives packet from 12C master program, it will parse the packet and
take an action according to the command code received. the size of packet is 64 bytes.
And the format is depicted in Chapter 5.

53.1 Data transfer on the 12C bus

a ALAVE ADDREZS R/ a DATR h F

&dE

from master to slave

START condition

toe
n

acknowledyge (SDA lowr)

b=}
1l

STOP condition
from slave Lo master

Figure 20. Write data to Slave device by Master device

3 SLAVE ADDRESS R/ A DALTA a F

o4E

from master to slawve

START condition

toe
n

acknowledogs (SDA lowr)

=]
n

STOP condition
from =lawve to master

Figure 21. Read data from Slave device by Master device

5.3.2 Commands response delay
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After send SPI packet, SPI master need wait for a while to receive ack packet. The
delay time as following table.

Command

Command Code Delay
CMD_UPDATE _APROM 0x000000A0 8050ms

Format2 | 0x00000000 100ms
CMD_UPDATE CONFIG 0x000000A1 50ms.
CMD_READ _ CONFIG 0x000000A2 50ms
CMD ERASE ALL 0x000000A3 50ms
CMD_SYNC PACKNO 0x000000A4 50ms.
CMD GET FWVER 0x000000A6 50ms.
CMD_GET DEVICEID 0x000000B1 50ms.
CMD UPDATE DATAFLASH 0x000000C3 8050ms.

Format2 100ms
CMD _RUN_APROM 0x000000AB 500ms.
CMD _RUN LDROM 0x000000AC 500ms.
CMD RESET 0x000000AD 500ms.
CMD WRITE CHECKSUM 0x000000C9 200ms.
CMD_GET FLASHMODE 0x000000CA 50ms.
CMD_ RESEND PACKET 0x000000FF 200ms
CMD_CONNECT 0xO00000AE 50ms

5.3.3 ISP Booting Flow

The booting flow is similar to the ISP program using USB and UART. Please
reference section 2.3.1 for detailed description of booting method.
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START

4

Enable 22MHz OSC clock
Enable Flash Controller

One of the following condition is TRUE.

1. GPB15(GPDO for NUC101) input is LOW for USB or receive
uart packet for UART.

2. System reset does not come from power-on or /RESET signal.
3. The checksum test result of APROM is failed.

Is ISP mode condition

matched? N
YES Clear reset status
v RSTSRC[L:0] = 11B
Initialize UARTO -> (115200, n, 8, T )
Disable ISP and select ‘boot
1) for debug only \ from APROM "

ISPCONJ[1:0] = 00B

4

Initialize 12C slave interface \ Generate SYSRESETREQ
AIRCR[2] = 1B

Reset system and then fetch program
codes from APROM

Figure 22. 12C ISP Booting Flow

5.34 ISP Main Flow
The ISP program goes into a command parsing loop whenever it detects that a ISP
mode condition occurs. The ISP program recursively checks the commands received
from 12C, and do proper operations. If one of commands is received, the ISP program
will select the desired booting mode and reset whole system.
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NO 4
Read command from 12C slave

s command available a
I12C slave buffer?

YES

:

Interpret the command code

S one of reset command
received?

YES

v

1. RSTSRCJ[1:0] = 11B;
2. ISPCONJ[1:0] => 00B or 10B, depends on
command code

4

AIRCR[2] = 1B

Start corresponding process
according to the command code

Disable ISP and select
‘boot from APROM ” or
‘boot from LDROM ”

Generate SYSRESETREQ

Figure 23. 12C ISP Main Flow
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54 The Example Application and Master ISP Program
User can rebuild the programs from the 12C ISP source code. After the programs

are built, please do the following operations to test the ISP function.

® Burn the I2CMaster.bin, saved at the sub-directory \Master, into the APROM of
Master device.

® Burn the i2caprom.bin, saved at the sub-directory \Slave\Aprom, into the APROM
of slave device.

® Burn ISP.bin, saved at the sub-directory \Slave\l2C, into LDROM of slave device.

After all programs are burned into flash, please firstly power on slave device, and then
master device. The master will update i2caprom.bin which is stored in the sub-directory
\Master into the APROM of slave device. The master ISP program is the same for both
I2C and SPI modes. Please refer to section 3.4 Figure 13 for detailed control flow of
master ISP program..
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6. ISP Command Set

ISP packet is 64 byte fixed no matter command packet or ack packet. The ISP
supported commands are listed as Table 1 below. Each command is described detailed
in this section and each command provides host and ISP flow chart, the “HOST Side”
flow chart is the flow chart of the “NuMicro ISP Programming Tool.exe”. if user want to
write your own host application, you can refer to it

Table 1. ISP commands
Command gg(Temand ASS Command Description
Within the range 0~MAX_APROM_SIZE, program
CMD_UPDATE_APROM 0x000000A0 Yes APROM from address user specified.
CMD UPDATE CONFIG OXO00000AL Yes \r;vg:\fo?;nﬂgo and Configl registers of Flash
CMD_READ CONFIG 0x000000A2 Yes Get Config0 and Configl
Erase all APROM, including Data Flash in Flash
CMD_ERASE_ALL 0x000000A3 Yes memory and Config area. The Config registers to
restored to default value.
CMD SYNC PACKNO 0x000000A4 Yes Synchronlze packet number_thh NuMicro™ MCU
microcontrollers before a valid command send.
CMD_GET FWVER 0x000000A6 Yes Get version information of ISP firmware.
CMD_GET DEVICEID 0x000000B1 Yes Get chip product ID.
CMD UPDATE DATAELASH 0x000000C3 Yes Program APROM from address user speufled,
before program, erase the corresponding sector.
CMD_RUN_APROM 0x000000AB No Instruct ISP to boot from APROM.
CMD_RUN_LDROM 0x000000AC No Instruct ISP to boot from LDROM.
CMD RESET 0x000000AD No Instruct ISP to reboot.
Instruct ISP to write application length and
CMD_WRITE_CHECKSUM 0x000000C9 Yes checksum in APROM to the last 8 bytes of
APROM.
CMD_GET FLASHMODE 0x000000CA Yes Get boot selection.
CMD_RESEND_ PACKET 0x000000FF Yes
CMD_CONNECT 0x000000AE Yes Test whether or not the ISP is active

Sync Packet Number

Before any command is sent, a sync packet number operation
(CMD_SYNC_PACKNO) is required, the aim is used for guarantee the correctness of
sequential packets, and avoid packet received by ISP and PC from duplication, if the
sync operation fail, and then communication failed between PC and NuMicro™ MCU.

Refer to 5.5 Command CMD SYNC PACKNO for detailed.

Communication Correctness

For distinguishing older data from newer data, a sequential packet number is
provided. It increases by one when sending one packet (for example, if ISP receive

©2010 Nuvoton Technology Corporation. All Rights Reserved.
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packet number=1 from PC, it will send packet number=2 back to PC, and wait for the
package that packet number is equal to 3. and so on), PC should compare packet
number received with local value, if it isn’t equal, discard this packet.

Avoiding R/W data error, a checksum is added in ACK packet, and when all data
received, a checksum of Total Length data will be returned.

6.1 Command CMD_UPDATE_APROM(0xAO):

Command Format

Host Send (named Formatl, unit by byte):
4 4 4 4 n

CMD Packet Number | Start Address Total Length Data......

If data can’t put into one packet, and then packet format is as following (named Format?2)

0x00000000 Packet Number Data......
Device ACK:
4 4
Checksum Packet Number | Total Checksum
Description

This command is used to instruct ISP to program APROM flash. The command
format and data transfer format is described as in “Command Format”, user can specify
start address and length to be programmed. If the program data is too big to be
transferred in a packet, user can split the data into several packets by multiple transfers.

When ISP received the command packet, it erases all contents in APROM flash
excluding data flash, and then reads the program data from received packet, and
programs them into the specified address of flash memory. After program operation is
completed, it calculates the checksum of the whole package received, then transmit
ACK packet to the host.

After ACK packet is received, host will check the checksum is right or wrong, if
checksum is right, it indicates that the data transfer is successful. After the operation is
finished, then user can continue to run another different operation or transmit another
data packet.
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Figure 24. Program APROM Command: Host Side
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A

Receive CMD_UPDATE_APROM packet

PN=g_packno? No
Yes
Erase all APROM sector
Yes No
N PN=g_packno? >
A
Program APROM specified sector / v
y

Calculate
Checksum,Packet NO.

All data
received?

Send ACK packet

Calculate Total Checksum.

A

Calculate Check§um,Packet NO. o
v

Send ACK Packet

A
Receive command packet

Yes

CMD=0x000000007?

No

< End )

Figure 25. Program APROM Command: Device Side

il

Note: PN is packet number host sent; g_packno is ISP local packet number.

6.2 Command CMD_UPDATE_CONFIG (0xA1l):
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Command Format

Host Send:
4 4 4 4
CMD Packet Number Config0 Configl
Device ACK:
4 4 4 4
Checksum Packet Number New Config0 New Configl
Description

This command is used to instruct ISP to update Config0 and Configl. The
command format and data transfer format is described as preceding section.

When ISP received the command packet, it erases all APROM flash excluding data
flash and then reads the Config0 and Configl data from the packet received and
programs them into config area. Then it reads them out from config area and fills them
in the ACK packet. After this, ISP calculates the checksum of the whole packet received,
then transmits ACK packet to the host.

After ACK packet is received, host will check the checksum is right or wrong. If the
checksum is right, it indicates that the data transfer is successful. After the operation is
finished, then user can continue to run another different operation.
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C Start )

4

Send CMD_UPDATE_CONFIG packet
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Wait for ACK packet

e
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Read new Config0,Configl

>

4

< End )

Figure 26. Update Config0 and Configl Command: Host Side
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< Start >

4

Receive CMD_UPDATE_CONFIG packet

Yes

No

Update Config0, Configl with specified
data

Read out new Config0,Configl, fill in ACK
packet

hl

y
Calculate Checksum, Packet NO.

Send ACK Packet

e )

Figure 27. Update Config0 and Configl Command: Device Side

Note: PN is packet number host send; g_packno is ISP local packet number.

6.3 Command CMD_READ_CONFIG (0xA2):

Command Format

Host Send:
4 4
CMD Packet Number
Device ACK:
4 4 4 4
Checksum Packet Number Config0 Configl
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Description

This command is used to instruct ISP to read Config0 and Configl information of
flash memory, and transmit them to host. The command format and data transfer format
is described as preceding section.

When ISP received the command packet, it reads out the Config0 and Configl from
config area and fills them in the ACK packet. After this, ISP calculate the checksum of
the whole packet received, then transmit ACK packet to the host.

After ACK packet is received, host will checks the checksum is right or wrong. If the
checksum is right, it indicates that the data transfer is successful, then user can read
out the value of Config0 and Configl from received packet.After this operation is
finished, then user can send another command packet to start another operation.

C Start )

4

Send CMD_READ_CONFIG packet

4

Wait for ACK packet

No

Yes
Read Config0,Configl

" Ed )

Figure 28. Read Config0 and Configl Command: Host Side
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C Start )

A

Receive CMD_READ_CONFIG packet

Yes

Read Config0, Configl from Flash, fill in
ACK packet

hl

y
Calculate Checksum,Packet NO.

4

Send ACK Packet

( End )

Figure 29. Read Config0 and Configl Command: Device Side

Note: PN is packet number host send; g_packno is ISP local packet number.

6.4 Command CMD_ERASE_ALL (0xA3):

Command Format

Host Send:
4 4
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CMD Packet Number
Device ACK:
4 4
Checksum Packet Number
Description

This command is used to instruct ISP to erase APROM, Data Flash, and set
Config0 and Configl registers to OXFFFFFF7F and 0x0001F000. The command format
and data transfer format is described as preceding section.

When ISP received the command packet, it erases APROM, Data Flash, Config0
and Configl registers. After this, ISP calculates the checksum of received data and
packet number, then transmits ACK packet to the host.

After ACK packet is received, host will check the checksum is right or wrong. If the
checksum is right, it indicates that the command has been implemented successfully,.
After this operation is finished, then user can send another command packet to start
another operation.

C Start )

4

Send CMD_ERASE_ALL packet

Wait for ACK packet

No

Yes

A
Return true Return flase

hl

C End )

Figure 30. Erase Flash Memory Command: Host Side
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Receive CMD_ERASE_ALL packet

No

PN=g_packno?

Yes

Erase APROM and Data Flash

Erase Config0, Configl

4

Set Config0, Configl

&

y
Calculate Checksum, Packet NO.

4

Send ACK Packet

C End )

Figure 31. Erase Flash Memory Command: Device Side
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Note: PN is packet number host send; g_packno is ISP local packet number.

6.5 Command CMD_SYNC_PACKNO (0xA4):

Command Format

Host Send:
4 4 4
CMD PN RN

PN is Packet number
RN is equal to PN

Device ACK:
4 4
Checksum Packet Number
Description

This command is used to synchronize packet number with ISP. Before sending any
command, master/host need send the command to synchronize packet number with
ISP. The command format and data transfer format is described as preceding section.

When ISP received the command packet, it will check received PN and RN is equal
or not, if equal, ISP calculates the checksum of the whole packet received and uses the
packet number received increasing by one as the packet number of ACK packet. Then
transmits the ACK packet to the host. If PN is not equal to RN, ISP will discard this
package and send an ACK package with packet number is zero.

After ACK packet is received, host will checks the checksum is right or wrong. If the
checksum is right, it indicates that the connection with ISP has established successfully’
After this operation is finished, then user can send command packet to start
corresponding operation. Otherwise, if checksum is wrong, it indicates that the
connection with ISP is failed, and host will not send any other command packet.

©2010 Nuvoton Technology Corporation. All Rights Reserved.
42



NUVOTON
[

C Start )

4

Send CMD_SYNC_PACKNO packet

4

Wait for ACK packet

e

Yes

A
Return true Return flase

> ‘

( End )

Figure 32. Sync Packet Number Command: Host Side

< Start )

A

Receive CMD_SYNC_PACKNO packet

A

Assign received packet number value to
g_packno

A

Calculate Checksum,Packet NO.

A
Send ACK Packet

A

< End )

Figure 33. Sync Packet Number Command: Device Side
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6.6 Command CMD_GET_FWVER (0xA6):

Command Format

Host Send:
4 4
CMD Packet Number
Device ACK:
4 4 4
Checksum Packet Number version
Description

This command is used to get version of ISP. The command format and data
transfer format is described as preceding section.

When ISP received the command packet, it gets version information and filling it in
the ACK packet. After this, ISP calculates the checksum of the whole packet received,
then transmits ACK packet to the host.

After ACK packet is received, host will checks the checksum is right or wrong. If the
checksum is right, it indicates that the data transfer is successful, then user can read
out the version of ISP from received packet. After this operation is finished, then user
can send another command packet to start another operation.

©2010 Nuvoton Technology Corporation. All Rights Reserved.
44



NUVOTON
———_—____———————

( Start )
'

Send CMD_GET_FWVER packet

4

Wait for ACK packet

o

Yes

Read Firmware version data

>

4

( End )

Figure 34. Get ISP Version Command: Host Side
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< Start )

A

Receive CMD_GET_FWVER packet

PN=g_packno?

Yes

Set ISP version, fill in ACK packet

>
<

A

Calculate Checksum,Packet NO.

A 4

Send ACK Packet

T End )

Figure 35. Get ISP Version Command: Device Side

Note: PN is packet number host send; g_packno is ISP local packet number.

6.7 Command CMD_GET_DEVICEID (0xB1):

Command Format

Host Send:
4 4
CMD Packet Number
Device ACK:
4 4 4
Checksum Packet Number Device ID
Description

This command is used to get product ID. PC needs this ID to inquire size of

©2010 Nuvoton Technology Corporation. All Rights Reserved.
46



NnUvoToOoN
[

APROM size and inform ISP. The command format and data transfer format is
described as preceding section.

When ISP received the command packet, it gets product ID and fills it in the ACK
packet. After this, ISP calculates the checksum of the whole packet received, then
transmits ACK packet to the host.

After ACK packet is received, host will check the checksum is right or wrong. If the
checksum is right, it indicates that the data transfer is successful, then user can read
out the product ID from received packet. After this operation is finished, then user can
send another command packet to start another operation.

C Start )
'

Send CMD_GET_DEVICEID packet

A

Wait for ACK packet

No

Yes

Read device ID

P

C End )

Figure 36. Get product ID Command: Host Side
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6.8

Receive CMD_GET_DEVICEID packet

PN=g_packno?

Yes

Get Device ID, fill in ACK packet

hl

y
Calculate Checksum,Packet NO.

4

Send ACK Packet

e )

Figure 37. Get product ID Command: Device Side

Note: PN is packet number host send; g_packno is ISP local packet number.

Command CMD_UPDATE_DATAFLASH (0xC3):

Command Format

Host Send (named Formatl):
4 4 4 4 n

CMD Packet Number | Start Address Total Length Data......

If data can’t put into one packet, and then packet format is as following (named Format?2)

0x00000000 Packet Number Data......
Device ACK:
4 4 4
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Checksum Packet Number | Total Checksum

Description

This command is used to instruct ISP to program dataflash memory with data, firstly
it erase the whole Data flash, and then programs dataflash from the first beginning.
The command format and data transfer format is described as preceding section, the
parameter of Start Address is ignored by ISP. If program data is too big to transfer in a
packet, user can split data into several packets and transfer by multiple times.

When ISP received the command packet, it reads the program data from received
packet, then programs data into the dataflash memory from the first beginning of
dataflash. After program operation is completed, it calculates the checksum of the
whole packet received, then transmits ACK packet to the host. If all data of Total Length
are transmitted, the Total Checksum of data of Total Length will be return in offset 8 of
ACK packet

After ACK packet is received, host will check the checksum is right or wrong. If the
checksum is right, it indicates that the data transfer is successful. After this operation is
finished, user can continue to run another different operation or transmit another data
packet.
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C Start )

Send CMD_UPDATE_DATAFLASH packet

A

Wait for ACK packet

No
Checksum Ok?

» Yes

Compare with
Data complete?
Total Checksum

Send Format2 packet

4

Wait for ACK packet

Figure 38. Program Data Flash Command (2): Host Side
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Receive
CMD_UPDATE_DATAFLASH
packet

No

PN=g_packno?

Erase All Data Flash memory

Yes

Program Data Flash

Calculate Checksum,Packet

All data received? NO.
Yes
Calculate Total Checksum
l Send ACK Packet

Calculate Checksum,Packet NO.

A

4

Send ACK Packet

A
Receive command packet

Y

Yes

CMD=0x000000007?

No <
y
< End >

Figure 39. Program Data Flash Command (2): Device Side
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Note: PN is packet number host send; g_packno is ISP local packet number.

6.9 Command CMD_RUN_APROM(0xAB):

Command Format

Host Send:

4 4

CMD Packet Number
Device ACK:
No ACK.

User should wait about 0.5s, the system will restart from APROM

Description

This command is used to boot from APROM. If user want to run application in
APROM, you can issue this command to ISP.

When ISP received the command packet, it will modify BS bit to 0 in ISPCON
register, and then issue SYSRESETREQ to AIRCR register of NuMicro family. After this,
the system will be rebooted from APROM.
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C Start )

A

Send CMD_RUN_APROM packet

N

Wait 0.5s

A

Send CMD_GET_FLASHMODE packet

A

Wait for ACK packet

No
Checksum OK?

Read flash mode

Yes

Success Fail

> ‘

C End )

Figure 40. Run APROM Command: Host Side
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e

vy
Receive CMD_RUN_APROM
packet

No

PN=g_packno?

4

Clear ISPCON.BS &
ISPCON.ISPEN Calculate CheckSum,Packet NO.
4 y
Set V6M_AIRCR.SYSRESETREQ Send ACK Packet
Reboot
y

S

Figure 41. Run APROM Command: Device Side

Note: PN is packet number host send, g_packno is ISP local packet number.

6.10 Command CMD_RUN_LDROM (0xAC):

Command Format

Host Send:

4 4

CMD Packet Number
Device ACK:
No ACK.

User should wait about 0.5s, the system will restart from LDROM

Description

This command is used to boot from LDROM. If user want to reboot ISP, you can issue
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this command to ISP.

When ISP received the command packet, it will modify BS bit to 1 in ISPCON register,
and then issue SYSRESETREQ to AIRCR register of NUC100 or M051 series. After
this, the system will be rebooted from LROM.

< Start )

A

Send CMD_RUN_LDROM packet

A

Wait 0.5s

A

Send CMD_GET_FLASHMODE packet

A

Wait for ACK packet

No
Checksum Ok?

Read flash mode

Mode right?

Yes

Success Fail

<
4

C End )
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Figure 42. Run LDROM Command: Host Side

T s
l

Receive CMD_RUN_LDROM
packet

No
PN=g_packno?
y
Set ISPCON.BS Calculate CheckSum,
Packet NO.
y
Clear ISPCON.ISPEN
Set Send ACK Packet
V6M_AIRCR.SYSRESETREQ
A
Reboot

O e

Figure 43. Run LDROM Command: Device Side

Note: PN is packet number host send, g_packno is ISP local packet number.

6.11 Command CMD_RESET(0OxAD):

Command Format
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Host Send:

4 4

CMD Packet Number
Device ACK:
No ACK.

User should wait about 0.5s, the system will restart

Description

This command is used to reboot system. If user want to reboot ISP, you can issue
this command to ISP.

When ISP received the command packet, it will issue SYSRESETREQ to AIRCR
register of NUC100 or MO51 series. After this, the system will reboot.

C Start )

4

Send CMD_RESET packet

4

Wait 0.5s

4

C End )

Figure 44. Reset Command: Host Side
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6.12

4

Receive CMD_RESET packet

PN=g_packno?

Yes

No

Clear ISPCON.ISPEN

4

Set

V6M_AIRCR.SYSRESETREQ

4

Reboot

Figure 45.

Calculate Che

y
ckSum,Packet

NO.

4

Send AC

K Packet

S e

Reset Command: Device Side

Note: PN is packet number host send, g_packno is ISP local packet number.

Command CMD_WRITE_CHECKSUM(0xC9):

Command Format

Host Send:
4 4 4 4
CMD Packet Number TotalLen Checksum
Device ACK:
4 4
Checksum Packet Number
Description
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This command is used to instruct ISP to write the program length of application and
checksum into the last 8 bytes of APROM. After update APROM finished by ISP, user
can issue this command to fill total length and checksum of application to APROM. ISP
will write the total length and checksum to the last 8 bytes of APROM.

When ISP received the command packet, it search APROM size and then write the
total length and checksum to the last 8 bytes of APROM and fills them in the ACK
packet, then transmits ACK packet to the host.

S

A
Send CMD_WRITE_CHECKSUM
packet

A

Wait for ACK packet

No

Yes

Return true Return false

e )

Figure 46. Write Checksum Command: Host Side

©2010 Nuvoton Technology Corporation. All Rights Reserved.
59



NnUvoToOoN

Receive CMD_WRITE_CHECKSUM
packet

No

PN=g_packno?

Get base address for
CheckSum to be stored

Read 504 bytes of APROM’last page to a
512 bytes buffer, write Checksum and
app length to last 8 bytes of the buffer.

i

Erase APROM’last page and program
with the buffer data.

>
X

y
Calculate Checksum,Packet NO.

A

Send ACK Packet

S e

Figure 47. Write Checksum Command: Device Side

Note: PN is packet number host send, g_packno is ISP local packet number.

6.13 Command CMD_GET_FLASHMODE(0xCA):

Command Format
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Host Send:
4 4
CMD Packet Number
Device ACK:
4 4 4
Checksum Packet Number Mode

Mode =1, Runin APROM
Mode = 2, Run in LDROM

Description

This command is used to get boot selection (BS) bit. If boot selection is APROM,
the mode of returned is equal to 1,.Otherwise, if boot selection is LDROM, the mode of
returned is equal to 2. This command is mainly for 12C and SPI ISP. If boot selection is
APROM, user should issue CMD_RUN_LDROM to reboot from LDROM. The command
format and data transfer format is described as preceding section.

When ISP received the command packet, it reads ISPCON register to get BS bit,
and fills it in the ACK packet base on BS bit, then transmits ACK packet to the host.

S

A
Send
CMD_GET_FLASHMODE

packet

Wait for ACK packet

No

Yes

Read flash mode

e )
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Figure 48. Get Flash Mode Command: Host Side

S

vy
Receive CMD_GET_FLASHMODE
packet

PN=g_packno?

Yes

Get flash mode, fill in ACK packet

hl

y
Calculate Checksum,Packet NO.

4

Send ACK Packet

.

Figure 49. Get Flash Mode Command: Device Side

Note: PN is packet number host send; g_packno is ISP local packet number.
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6.14 Command CMD_RESEND_PACKET(0xFF):

Command Format

Host Send:
4 4
CMD Packet Number
Device ACK:
4 4
Checksum Packet Number
Description

The command is used for these commands of CMD_UPDATE_APROM,
CMD_PROGRAM_WOERASE and CMD_PROGRAM_WERASE when error happen

This command is used to inform ISP that the next packet is a duplicate packet of
the previous packet. The command is used to resend a packet when error happen. For
example: if error happen when host(PC) send or receive a packet, host can send
CMD_RESEND_PACKET command to inform ISP, the next packet is a duplicate
packet of the error packet, after the command CMD_RESEND_PACKET, host will
resend the error packet

When ISP received the command packet, it will erase data that is written in last
error packet.
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Send
CMD_RESEND_PACKET

packet

4

Wait for ACK packet

< -

Yes

resend the error packet

S

Figure 50. Resend Packet Command: Host Side
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S

vy
Receive CMD_RESEND_PACKET
packet

Yes

Erase data written last one packet

>

Calculate Checksum,Packet NO.

Send ACK Packet

S e

Figure 51. Resend Packet Command: Device Side

Note: PN is packet number host send; g_packno is ISP local packet number.

Command CMD_CONNECT(0xAE):

Command Format

Host Send:
4 4
CMD Packet Number
Device ACK:
4 4
Checksum Packet Number
Description
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The command is used to check whether or not ISP is running. If ISP is running, ISP
will response 64 bytes ack packet. Eg: user can use it to support auto detect function,
Host may send the command repeatedly until ISP response

When ISP received the command packet, it will restore g_packno to 1 and return
ack to host.

S

4

Send CMD_CONNECT
packet

4

Wait for ACK packet

Yes

No

e

Figure 52. Resend Packet Command: Host Side

©2010 Nuvoton Technology Corporation. All Rights Reserved.
66



NUVOTON
———_—____———————

e

Receive CMD_CNNECT packet

i

g_packno=1

|

Calculate Checksum,Packet NO.

Send ACK Packet

Ce

Figure 53. Resend Packet Command: Device Side

Note: PN is packet number host send; g_packno is ISP local packet number.
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7. Commands flow

This flow is for command only. If user need update APROM, the following commands

need issue

‘ g_packno=1 ‘

Y

\ CMD_CONNECT \

)

\ CMD_SYNC_PACKNO \

)

\ CMD_GET _DEVICEID \

!

\ CMD_READ_CONFIG \

)

\ CMD_UPDATE_APROM \

End

Figure 54. update APROM command flow
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8.  Revision History

VERSION DATE DESCRIPTION
V1.0 Aug 13, 2010 | Preliminary version initial issued
V1.2 Sep 7, 2010 Modify all flow and overview
V1.3 Oct 8, 2010 Add 12C bus signal and SPI/I2C depict
V14 Mar 32011 fFf:vTove some command and Modify CMD_UPDATE_APROM
V1.5 May.16.2012 | Add Pin definition for each interface
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